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" We hope that there will be enough interest to justify further development to reduce costs in future
generations; we believe ultimately we could get the cost down to the $20-range at scale. Future plans
could include moving to an open-source 'sourceforge' type development environment and teaming with

! https://www.elektormagazine.com/articles/open-source-droneshield-kit-alerts-you-of-snooping-uavs
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https://www.elektormagazine.com/articles/open-source-droneshield-kit-alerts-you-of-snooping-uavs
https://www.linkedin.com/in/amitay-dan-a63647aa
https://x.com/popshark1
https://amitaydan.com/

additional hardware makers. We could also envision a smart-phone based platform for portable
applications.?"
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https://web.archive.org/web/20130423213312/http:/www.droneshield.org/

Armaaruss'

Military-grade Drone Detection software using javascript/tensorflow to detect various types of
drones used by civilians and military.
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Drone Sound Alert’
"Android app that aims to detect flying drones and GPS interference outside urban areas"
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Batear'
"Batear - Ultra-low-cost, off-grid acoustic drone detector. Edge computing. Protect your
airspace with a microphone."
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Hardware

Wireless Detector
Component
Heltec WiFi LoRa 32 V3 / V4

3 https://united24media.com/war-in-ukraine/sky-fortress-ukraines-acoustic-detection-system-that-tracks-drones-cheap-and-fast-9451
https://api.army.mil/e2/c/downloads/2026/04/30/af450e75/n0-26-1115-listening-to-the-sky-acoustic-drone-detection-in-ukraine-mar-

26.pdf
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https://united24media.com/war-in-ukraine/sky-fortress-ukraines-acoustic-detection-system-that-tracks-drones-cheap-and-fast-9451
https://api.army.mil/e2/c/downloads/2026/04/30/af450e75/no-26-1115-listening-to-the-sky-acoustic-drone-detection-in-ukraine-mar-26.pdf
https://api.army.mil/e2/c/downloads/2026/04/30/af450e75/no-26-1115-listening-to-the-sky-acoustic-drone-detection-in-ukraine-mar-26.pdf

Component

ICS-43434 or INMP441 12S MEMS
microphone

Wired Detector (Ethernet/PoE)
Component Notes

ESP32-S3 + W5500 Ethernet on-board, optional PoE

LILYGO T-ETH-Lite S3 .
expansion

ICS-43434 or INMP441 12S MEMS
microphone

Acoustic Drone Detector v
This app uses Al acoustic fingerprints to detect drones and helicopters
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Armaaruss'

Open source
Web App with potential APK/
https://qgithub.com/Armaaruss/Armaaruss.qgithub.io

https://armaaruss.qgithub.io

Drone Sound Alerti
Acoustic solution to detect drones, Android app

Open source
https://sites.google.com/view/dronesoundalert/home

https://github.com/123Remo/dronesoundalert

Batear:i
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https://github.com/Armaaruss/Armaaruss.github.io
https://armaaruss.github.io/
https://sites.google.com/view/dronesoundalert/home
https://github.com/123Remo/dronesoundalert

Open source based on ESP32 with cable/LoRa (mesh network)
https://www.batear.io

https://qgithub.com/batear-io/batear

Acoustic Drone Detector®
Offline Android App

https://play.google.com/store/apps/details?id=com.acousticdronedetector.app

Acoustic Datasets:"

https://github.com/DroneDetectionThesis/Drone-detection-dataset

https://github.com/saraalemadi/DroneAudioDataset

https://zenodo.org/records/15391924

https://qithub.com/batear-io/batear-datasets

https://pixabay.com/sound-effects/search/fpv%20avata%20cinewoop/

YOLO Drone Detection Dataset
https://qithub.com/doguilmak/Drone-Detection-YOLOv8x
https://www.kaggle.com/datasets/muki2003/yolo-drone-detection-dataset

Armaarussy
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https://www.batear.io/
https://github.com/batear-io/batear
https://github.com/batear-io/batear
https://play.google.com/store/apps/details?id=com.acousticdronedetector.app
https://github.com/DroneDetectionThesis/Drone-detection-dataset
https://github.com/saraalemadi/DroneAudioDataset
https://zenodo.org/records/15391924
https://github.com/batear-io/batear-datasets
https://pixabay.com/sound-effects/search/fpv%20avata%20cinewoop/
https://github.com/doguilmak/Drone-Detection-YOLOv8x
https://www.kaggle.com/datasets/muki2003/yolo-drone-detection-dataset

Click here to install the Armaaruss Drone Detection on Android Device

Armaaruss Detection (with Acoustic Sensors for advanced drone detection) -
Recommended for world leaders

‘Wait for the model to load before clicking the ""Enable aerial object detection"
button to activate the webcam. The program will beep when it detects an aerial
object. The longer the aerial object is near you, the longer the beep. For
soldiers, this could mean that a drone is targeting them. Ideally, soldiers would
use the app on their cell phones and attach the device to the top of a vehicle or
to their body while sleeping in the trenches. Remember that the cell phone's
wireless connection should remain "off" during combat. In a civilian
environment, a wireless cell phone can be placed on rooftops. With remote
access to the device, a user can monitor aerial scenes and detect drones
remotely.

Next to the "Enable aerial object detection" button is the ""Activate acoustic
sensors(drone detection)." This feature uses acoustic detection to check for
= grea. This technology is currently used by the Ukrainiangatsss =8

LT Delete video 1 Stop primary detection | i Startprlmarydetectlon s ‘

ICaUcts cvauc Urone Greachs AllG aSSassiiacion d“enll)la e

Fllp Camem Stop seoondary detecbon | Enable aerial object detecbon )] Activate acoust]c sensors(drone detectlon) 3 Dlsable acoustic sensors ’I Enable |ntruder detechon Enable seoondary detectlon

intr u(ler detectlon system will when an mtl r'ls detected The - app will

| Invert and grayscale Invert , Graysoale and oontrast
n S = th

detect when an intruder is in the area. It can be used in cleanup and counter-

Acoustic Drone Detector
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Listening..

76.9 dB SPL

KNOWN SIGNATURES

® DJI Mavic Pro 5 — ~92 Hz BPF
® DJI Mavic 3 ~65 Hz BPF
© DJ| Avata — ~120 Hz BPI
© DJI FPV — ~105 Hz BPF

® DJI Air 2S — ~!

Drone Sound Alert’

KNOWN SIGNATUF

¥ DJI Mavic Pro5 — ~92 Hz B

®: DJI Mavic 3 — ~65 Hz BPF
@ DJ! Avata — ~120 Hz BP}
@ DJI FPV — ~105 Hz BPF
DL

&. ~ 1 no Cc DI
™ DJI Air 2S — ~58 Hz BPF

¥ DJI Mini Pro 5
compact)

& Shahed-136

&+ CH-47 Chinook
S

1aw

avwin

&+« UH-60 Black |

\

Hz)
& UH-1 Huey

&+« AH-1 Cobra

PF

75.2 dB SPL
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Drone Sound Alert <GPS Jamming Settings

GPS Jamming Settings
Sensitivity: 18 dB-Hz

START DETECTION ®

Lower value = less sensitive to weak signals.

Background GPS Monitoring
Baseline Mapping: 30 s

SAVE SETTINGS

GPS LIVE MAP
DETECTIONS LOG
AUDIO SETUP
GPS JAMMING SETTINGS
GENERAL SETTINGS
ALERT SETTINGS

MANUAL ABOUT
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< Audio Setup < Audio Setup

Audio Setup

Audio

Input Source

Default (MIC) ’

Try different sources for external mics.

Use Bluetooth SCO (Headsets)

Enable this if using a Bluetooth headset mic.

Audio Gain: 1.0 x
—

Noise Gate (Min Volume): 0
@

Analysis Thresholds
Analysis Range: 2000 - 8000 Hz

o—=

Peak Sensitivity: 15
R

Confirmation Count: 5
—_a

Adjust FFT strictness. Lower Sensitivity = easier to find
peaks. Lower Confirmation = faster alarm.

Audio Setup

Audio

Input Source

Default (MIC)
[ Camcorder

. Voice Recognition
E

2 Voice Communication
| Unprocessed
Audio File (Looping)

Analysis Thresholds
Analysis Range: 2000 - 8000 Hz

o&—0

Peak Sensitivity: 15
_

Confirmation Count: 5
—0

Adjust FFT strictness. Lower Sensitivity = easier to find
peaks. Lower Confirmation = faster alarm.
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< Audio Setup Drone Sound Alert

Use Bluetooth SCO (Headsets) @ Listening

Enable this if using a Bluetooth headset mic.

Audio Gain: 1.0 x
—e

Noise Gate (Min Volume): 0
&

Analysis Thresholds
Analysis Range: 2000 - 8000 Hz

—=@

Peak Sensitivity: 15
—

Confirmation Count: 5 STOP DETECTION
—e

Adjust FFT strictness. Lower Sensitivity = easier to find
peaks. Lower Confirmation = faster alarm.

TEST MICROPHONE

Advanced Al

TENSORFLOW LITE

SAVE SETTINGS
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< General Settings < Detections Log

General Settings Detections Log

Display 2026-05-28 01:29:13

Possible d detected! (2874
Keep Screen On ossible drone detec ( )

Dark Mode

Use Spectrogram (Waterfall)

Use Oscilloscope (Line Graph)

Show Alert Threshold Line

Logging

Log GPS coordinates

Log Timestamps

SAVE SETTINGS

Include confidential data (passwords, W Loki kopioitu
O keys)

CLEAR LOG

EXPORT SETTINGS TO FILE
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< Alert Settings

SELECT BLUETOOTH DEVICE

None

BT Message (e.g. 'DRONE')
[DN MNIX

SMS Alert I
SMS Alert Notice

Note: Android restricts SMS
sending. This feature might
not work until the app is fully .
approved on Google Play Store. Email Alert

Phone Numbers (comma separated)

You may need to manually grant '
SMS permissions in system Email On
settings.

Include GPS Coordinates
| UNDERSTAND
Include Timestamp

Include Google Maps Link

(® SendGrid API () SMTP Server

Recipient Emails

API| Key ©

Batear’
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01000°0.000- 0,000 0,000 ATTE =
 (33150) batear: cal: active=0/6 [0.050 0,062 0,000 0,000 0.000 - 05010 K Ketbes

$ESP32 Acoustic Drommton(ﬁoer zel mgai °°°B&te‘3at . ' : / - i

() @ README.md
t\\~act1 ve=0/6 [0.000 9. .000 0. -

0. s
:::iveae;g {9 ggg g.oao sdkeonfig.defaults
d : active=d/6 [0. 000
t active=5/6 (0. .000
: active=/6 [6. 000 0
L active=0/6 [6. .000 0. .00063 alarm=0
active=6/6 [6. .00041 alarm=0
active=9/6 [o.! .00049 alarm=0
t active=9/6 [6. .00042 alarm=0
l: :igﬁjg Eg .00051 alarm=0
: g alarm=
I (S51758) batear: active=6/6 [0.! .gggig alarm:g
I (52850) batear: ctive=6/6 [6. .00037 alarm=0
1 (53950) batear: active=0/6 [0. .00043 alarm=0
1 (S5158) batear: active=0/6 [9 .00053 alarm=0
T (S6458) batear: 00036 alarm=0
I (S7558) batear: .00035 alarm=0
T (58650) batear: cal: active=0/6 [G .00047 alarm=0
1 (59758) batear: cal: active=6/6 [6. .00044 alarm=0
I (60958) batear: cal: active=9/6 [0.! .00039 alarm=0
1 (62950) batear: cal: active=6/6 [6.680 . .00040 alarm=0
I (64858) batear: cal: active=6/6 [0.800 6.601 .000 0. .00202 alarm=0
W (63458) batear: >>> Drone detected #2: 1/6 f
I (65150) batear: cal: active=1/6 [0.000 6.602
1 (66350) batear: Environment quiet (silent)

: cal: active=0/6 [6.600 6.601 6.000 6.000 0.600 0.000] rms=0.60040 alarm=0
cal: active=6/6 [6.601 6.662 6.600 6.000 0.0600 6.000] rms=0.60075 alarm=o.
>>> Drone detected #3: 1/6 freqs active, rms=0.00119

I (68650) batear: cal: active=1/6 [0.600 ©.601 6.001 6.018 ©.002 0.001] rms=0.00092 alarm=1
I (69950) batear: Environment quiet (silent)

5 : active=0/6 [0.600 0.600

: active=0/6 [0.600 ©.

: active=0/6 [0.000

: active=0/6 [0.005

: active=0/6 [0.000

>>> Drone detected #4:

S
@
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53
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0.
0.
0.
0.
0.
0.
0.
0.
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0.
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0.
0./
0./
0.
o.

P00 COOOOOPPOOOOOODODD
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333

0§5000000000000000000000¢
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0.600 0. rms=0.60038 alarm=1

6.000 6.000 6.000] rms=0.00040 alarm=0
©.600 ©.000 0.000] .00036 ala
0.000 ©.000 0.000] .00038 alarm=0
©0.001 6.000 6.000] 00070 alarm=0
©.600 0.000 0.600] .00137 alarm=0
ctive, rms=0.00125

©.002 0.002 0.601] .00093 alarm=1
©.000 ©.000 6.000] .00049 alarm=1

8
csses
88388

ptcmo
*§2§§§

AREREEITR

o
o83
3

Env;ronment quiet (acnve

L: active=0/6 [0.000 ©.

I (79050) batear: cal active=0/6 [0.000 ©.!
active=0/6 [0.600 0.

0./

1,

_.
@

Saadle
g3se

0
00043 alarm=0

ca
1 (81950) batear: cal: active=0/6 [0.601 00043 alarm=0

W (83056) batear: >>> Drone detected #5: 1/
1 (83050) batear: cal: active=1/6 [6.000 ©0.600

—_

A
3 -
l @ 020023

.

= O batear-io / batear Q Type (/] to search 5]

293323

ojo
2°8
2,8

ms=0.00125 alarm=1

CuteK to generate command

<> Code (O Issues 2 {1 Pullrequests 1 &> Agents L) Discussions (O Actions [ Projects () Security and quality |2 Insights
batear OWatch 2~ % Fork 26 Y7 star 232

¥ main ~ ¥ 2Branches © 12 Tags Go to file Add file <> Code ~ About

® batear — Ultra-low-cost, off-grid
acoustic drone detector. Edge

TN666 Mer 9 164 Commits

computing. Protect your airspace with
.github/workflows

a microphone.

docs @

.gitignore 500 MAC from
CLAUDE.md

ng always-on fo

CMakeLists.txt Add serial cor ole for runtime NVS ning
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@ Home € Q search

Ultra-low-cost, edge-only acoustic drone detection on ESP32-53 JRa or wired Ethernet alerting.

& Featured on Hackaday | stars 232  license |MIT

‘-) ESP-IDF Build CI |passing O Static Analysis (Cppcheck) 'passing

"Built for defense, hoping it becomes unnecessary. We believe in a world where no one needs to fear the sky.”

Interface mode
selection High level = 125,
Low level = PDM

Left/Right Channel Selection
For stereo configurations

Data output Digital
audio signal output

Bit clock (125)

synchronous clock signal

Ground wire Power ground

Power supply input: 1.5V-3.6V

batear-io/batear
©v220 w232 ¥26

What is Batear?
Key Features

Quick Start
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